BCS Certificate in Information Security

Management Principles

Category: Networking & Security | Vendor: Various

Duration: 40.00 hours (5 days) 32.5 CPD Hours Rating: % 4.6 (5,878 reviews)

Course Information

Delivery Format: Instructor Led - Online

Certification: Certified Training (CCT) course

Course Overview



A thorough, practical, 5 day course designed to provide the knowledge and skills required to manage
information security, information assurance or information risk based processes. QA's CISMP course is
aligned with the latest national information assurance frameworks (IAMM), as well as ISO/IEC 27002 &
27001; the code of practice and standard for information security. This course is a CESG Certified

Training (CCT) course.

The course follows the latest BCS syllabus and prepares delegates for the 2 hour multiple choice BCS

examination which is sat on the afternoon of the last day of the course.

This qualification provides delegates with detailed knowledge of the concepts relating to information
security; (confidentiality, integrity, availability, vulnerability, threats, risks and countermeasures),
along with an understanding of current legislation and regulations which impact information security
management. Award holders will be able to apply the practical principles covered throughout the

course ensuring normal business processes become robust and more secure.

This course includes:

- Exams

- 12 months BCS membership

About This Course



- The need for Information Security

- Information Security Management System (ISMS) concepts & definitions
- Information risk management

- Corporate governance

- Organisational responsibilities

- Policies, standards & procedures

- ISO/IEC 27002, 27001 & 13335

- Information security controls

- Incident management

- Legal framework - personal data, DPA, CMA, IPR & copyright, HR & employment issues
- Cryptographic models

- Data Communications & networks

- Physical security

- Auditing & gap analysis

- Training & raising awareness

- Business continuity

- Security investigations & forensics

Who Should Attend

Although perceived as an IT issue, Information Security is in fact a subject relevant to all business
units. The CiSMP program is ideal for members of information security management teams, IT
Managers, security and systems managers, Information asset owners and employees with legal

compliance responsibilities.

The course will act as a stepping stone to more advanced qualifications (either managerial or

technical), and also sits nicely with existing project management and service management based

programs.

CESG Certified Training:

This training course is certified at CCT Awareness level, delivering the IISP core skills:

Al, A2, A3, A5, A6, B1, B2, C1, C2, D1, D2, E1, E2, F1 and G1



Prerequisites & Entry Requirements

General Prerequisites:
If you are taking a BCS exam you must bring photographic identification with you (passport, driving
license or student card), as it is a BCS requirement to produce it for the invigilator prior to the
exam. Failure to produce a valid form of photographic identification will result in a candidate not
being able to sit the exam. For any questions about what form of identification is acceptable please

contact your Account Manager.

BCS allow additional time for candidates who have a disability or whose native language differs to
that of the examination paper. Full details are provided in the BCS Reasonable Adjustments Policy
which is available to view on the BCS website. If you believe you qualify for this then please notify
the Exam Administration team on the details below as early as possible. At least two weeks' notice
will be required for processing this request. Delegates failing to advise us and provide evidence

when requested, may not be allowed the additional support offered via the BCS policy.









Frequently Asked Questions

Q: What delivery options are available for BCS Certificate in Information Security

Management Principles?

We offer multiple delivery formats:
e Live Instructor-Led Classroom Online (Virtual/Live Online)
e Traditional Instructor-Led Classroom Training (ILT)
¢ On-site delivery at your offices anywhere in United Kingdom

e Private dedicated courses customized for your team

Q: What certification does this course prepare me for?

The BCS Certificate in Information Security Management Principles course helps prepare you for the

Certified Training (CCT) course certification path.

Q: How many CPD hours does this course provide?

The 5-day BCS Certificate in Information Security Management Principles course provides up to 32.5

CPD hours of structured learning. CPD certificates can be provided upon request.

Q: What is the duration of the BCS Certificate in Information Security Management

Principles training?

The training takes place over 5 day(s), with each day lasting approximately 40.00 hours including

breaks for lunch and refreshments.

Q: Do you provide corporate training for BCS Certificate in Information Security

Management Principles?

Yes, we provide corporate training, dedicated training, and closed classes for BCS Certificate in
Information Security Management Principles. Training can take place anywhere in United Kingdom
including London, Manchester, Birmingham, Edinburgh, or live online allowing teams from across

United Kingdom or internationally to attend.



Q: What related terms do people search for?

Popular related searches include: BCS Certificate in Information Security Management Principles,

CyberSecurity, CISMP

Q: Why choose Nexus Human for BCS Certificate in Information Security Management

Principles?

Nexus Human is recognized as one of the leading training providers. Our trainers have won multiple
awards including:

e Small Firms Best Trainer Award

National Training Partner of the Year (Ireland) - Multiple Years

Global Top 30 Instructor Awards (2012, 2019, 2021)

Tech Excellence Award Nominations

Learning Performance Institute (LPI) External Training Provider Sponsor 2024

Q: Are there any discount codes available?

Yes! Use discount code PENPALS5 when booking your BCS Certificate in Information Security
Management Principles training. Please note that only one discount code can be used per booking

and cannot be combined with other special offers.
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