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Course Information

Delivery Format: Instructor Led - Online
Certification: CertNexus CyberSAFE
Related Exam: CBS-410

Course Overview

Every time you check email, log into a cloud app, or perform any number of job tasks using
technology, you're a potential target for cyber threats—and a critical line of defense. This course
empowers everyday technology users like you with the awareness and habits needed to protect
yourself and your organization from these threats. You'll learn how to recognize threats, avoid
common traps, and use today's digital tools—including artificial intelligence (Al)—more safely.
Whether you're in the office, at home, or on the move, you'll walk away from this course with the
confidence to use technology more securely. And, you'll have the knowledge and skills to contribute

to a strong culture of cybersecurity wherever you work.
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Who Should Attend

This course is designed for all users of computers, mobile devices, networks, and the Internet, to
enable them to use technology more securely and minimize digital risks, regardless of technical
ability.

This course is also designed to assist students in preparing for the CertNexus® CyberSAFE® (Exam

CBS-510): Cyber Safety in the Age of Al credential.

Prerequisites & Entry Requirements

General Prerequisites:
To ensure your success in this course, you should have experience with the basic use of computing
technology, including desktop, laptop, or tablet computers; mobile phones; and basic Internet

functions, such as web browsing and email.



Learning Outcomes

Upon successful completion of this course, participants will be able to:

Use technology, including generative artificial intelligence (Al), responsibly. Resist social-engineering
attacks. Secure devices such as desktops, laptops, tablets, smartphones, and more. Use the Internet

securely.

Detailed Course Outline

1 - Using Technology Responsibly
e Follow Compliance Requirements

e Use Generative Al Safely

2 - Resisting Social-Engineering Attacks
e Identify Social-Engineering Attacks

e Defend Against Social-Engineering Attacks

3 - Securing Devices

e Maintain Physical Security of Devices

Use Wireless Devices Securely

Use Secure Authentication Methods

Protect Data

Defend Against Malware

4 - Using the Internet Securely

e Use Email Securely

Browse the Web Safely

Use Social Networks Securely

Use Cloud Services Securely

Ensure the Security of Remote Work
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Frequently Asked Questions

Q: What delivery options are available for CyberSAFE: Cyber Safety in the Age of Al?

We offer multiple delivery formats:
e Live Instructor-Led Classroom Online (Virtual/Live Online)
e Traditional Instructor-Led Classroom Training (ILT)
e On-site delivery at your offices anywhere in United Kingdom

e Private dedicated courses customized for your team

Q: What certification does this course prepare me for?

The CyberSAFE: Cyber Safety in the Age of Al course helps prepare you for the CertNexus CyberSAFE

certification path.

Q: Which exam does this course prepare me for?

This course prepares you for the CBS-410 official exam. You can take this exam at any exam center
across United Kingdom including London, Manchester, Birmingham, Edinburgh, or live online

wherever you are located.

Q: How many CPD hours does this course provide?

The 1-day CyberSAFE: Cyber Safety in the Age of Al course provides up to 3.3 CPD hours of structured

learning. CPD certificates can be provided upon request.

Q: What is the duration of the CyberSAFE: Cyber Safety in the Age of Al training?

The training takes place over 1 day(s), with each day lasting approximately 4.00 hours including

breaks for lunch and refreshments.



Q: Do you provide corporate training for CyberSAFE: Cyber Safety in the Age of Al?

Yes, we provide corporate training, dedicated training, and closed classes for CyberSAFE: Cyber
Safety in the Age of Al. Training can take place anywhere in United Kingdom including London,
Manchester, Birmingham, Edinburgh, or live online allowing teams from across United Kingdom or

internationally to attend.

Q: Why choose Nexus Human for CyberSAFE: Cyber Safety in the Age of Al?

Nexus Human is recognized as one of the leading training providers. Our trainers have won multiple
awards including:

e Small Firms Best Trainer Award

e National Training Partner of the Year (Ireland) - Multiple Years

e Global Top 30 Instructor Awards (2012, 2019, 2021)

e Tech Excellence Award Nominations

e Learning Performance Institute (LPI) External Training Provider Sponsor 2024

Q: Are there any discount codes available?

Yes! Use discount code PENPALS5 when booking your CyberSAFE: Cyber Safety in the Age of Al
training. Please note that only one discount code can be used per booking and cannot be combined

with other special offers.
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