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Course Overview



The Designing Cisco Enterprise Networks (ENSLD) training deepens your knowledge of designing
enterprise networks. Topics covered include enterprise network design, including protocols and media
for wired and wireless networks, SD-Access, VPN, Quality of Service (QoS), IPv6, and network
programmability. This training earns you 40 Continuing Education (CE) credits towards recertification
and helps prepare you to take the 300-420 Designing Cisco Enterprise Networks (ENSLD) exam,

which is part of the CNP Enterprise, Cisco Certified Specialist - Enterprise Design certification.

Please note this course consist of 5 days ILT content with approximately 3 days of content which is

self study !

How You'll Benefit

This training will help you:

- Learn the skills, technologies, and best practices needed to design an enterprise network.

- Deepen your understanding of enterprise design including advanced addressing and routing
solutions, advanced enterprise campus networks, WAN, security services, network services, and
software-defined access SDA.

- Validate your knowledge and prepare to take the 300-420 Designing Cisco Enterprise Networks
(ENSLD) exam.

About This Course



The Designing Cisco Enterprise Networks (ENSLD) training deepens your knowledge of designing
enterprise networks. Topics covered include enterprise network design, including protocols and media
for wired and wireless networks, SD-Access, VPN, Quality of Service (QoS), IPv6, and network
programmability. This training earns you 40 Continuing Education (CE) credits towards recertification
and helps prepare you to take the 300-420 Designing Cisco Enterprise Networks (ENSLD) exam,

which is part of the CNP Enterprise, Cisco Certified Specialist - Enterprise Design certification.

Please note this course consist of 5 days ILT content with approximately 3 days of content which is

self study !

How You'll Benefit

This training will help you:

- Learn the skills, technologies, and best practices needed to design an enterprise network.

- Deepen your understanding of enterprise design including advanced addressing and routing
solutions, advanced enterprise campus networks, WAN, security services, network services, and
software-defined access SDA.

- Validate your knowledge and prepare to take the 300-420 Designing Cisco Enterprise Networks
(ENSLD) exam.

Who Should Attend

- Network design engineers
- Network engineers

- System administrators



Prerequisites & Entry Requirements

General Prerequisites:

The Knowledge and skills that students are expected to have before attending this course are:

- Understanding network fundamentals
- Implementing LANs
- Implementing LAN connectivity

The Cisco course offerings that contribute to the recommended skills and knowledge are:

- Implementing and Administering Cisco Solutions (CCNA)

- Implementing and Operating Cisco Enterprise Network Core Technologies (ENCOR)



Learning Outcomes

Upon successful completion of this course, participants will be able to:

- Design Enhanced Interior Gateway Routing Protocol (EIGRP) internal routing for the enterprise
network

- Design Open Shortest Path First (OSPF) internal routing for the enterprise network

- Design Intermediate System to Intermediate System (IS-1S) internal routing for the enterprise
network

- Design a network based on customer requirements

- Design Border Gateway Protocol (BGP) routing for the enterprise network

- Describe the different types and uses of Multiprotocol BGP (MP-BGP) address families

- Describe BGP load sharing

- Design a BGP network based on customer requirements

- Decide where the L2/L3 boundary will be in your Campus network and make design decisions
- Describe Layer 2 design considerations for Enterprise Campus networks

- Design a LAN network based on customer requirements

- Describe Layer 3 design considerations in an Enterprise Campus network

- Examine Cisco SD-Access fundamental concepts

- Describe Cisco SD-Access Fabric Design

- Design a Software-Defined Access (SD-Access) Campus Fabric based on customer requirements
- Design service provider-managed VPNs

- Design enterprise-managed VPNs

- Design a resilient WAN

- Design a resilient WAN network based on customer requirements

- Examine the Cisco SD-WAN architecture

- Describe Cisco SD-WAN deployment options

- Understand Cisco SD-WAN - NAT and hybrid design considerations

- Design Cisco SD-WAN redundancy

- Explain the basic principles of Quality of Service (QoS)

- Design QoS for the WAN

- Design QoS for enterprise network based on customer requirements

- Explain the basic principles of multicast

- Explore multicast with PIM-SM

- Designing rendezvous point distribution solutions

- Describe high-level considerations when doing IP addressing design



- Create an IPv6 addressing plan

- Plan an IPv6 deployment in an existing enterprise IPv4 network

- Describe the challenges that you might encounter when transitioning to IPv6

- Design an IPv6 addressing plan based on customer requirements

- Describe Network APIs and protocols

- Describe Yet Another Next Generation (YANG), Network Configuration Protocol (NETCONF), and
Representational State Transfer Configuration Protocol (RESTCONF)

Detailed Course Outline

- Module 1: Designing EIGRP routing

- Module 2: Designing OSPF routing

- Module 3: Designing IS-IS routing

- Module 4: Designing BGP routing and redundancy

- Module 5: Exploring BGP Address Families and Attributes

- Module 6: Designing an Enterprise Campus LAN

- Module 7: Designing Layer 2 Campus

- Module 8: Designing a Layer 3 Campus

- Module 9: Discovering the Cisco SD-Access Architecture

- Module 10: Exploring Cisco SD-Access Fabric Design

- Module 11: Exploring Cisco SD-Access Site Design Strategy and Considerations
- Module 12: Discovering Service Provider-Managed VPNs

- Module 13: Designing Enterprise-Managed VPNs

- Module 14: Designing WAN Resiliency

- Module 15: Examining Cisco SD-WAN Architectures

- Module 16: Examining Cisco SD-WAN Deployment Design Considerations
- Module 17: Examining Cisco SD-WAN—NAT and Hybrid Design Considerations
- Module 18: Designing Cisco SD-WAN Routing and High Availability

- Module 19: Exploring QoS

- Module 20: Designing LAN and WAN QoS

- Module 21: Introducing Multicast

- Module 22: Exploring Multicast with PIM-SM



- Module 23: Designing Rendezvous Point Distribution Solutions

- Module 24: Designing an IPv4 Address Plan

- Module 25: Exploring IPv6

- Module 26: Deploying IPv6

- Module 27: Introducing Network APIs and Protocols

- Module 28: Exploring YANG, NETCONF, RESTCONF, and Model-Driven Telemetry

Self-study sections

- Exploring IPv6

- Deploying IPv6

- Designing Case Study Activity: Designing an Enterprise IPv6 Network
- Introducing Network APIs and Protocols

- Exploring YANG, NETCONF, RESTCONF and Model-Driven Telemetry

[T] Certification Path

Cisco Certified Specialist - Enterprise Design

Exam: 300-420



Skills You Will Learn:

- Design Enhanced Interior Gateway Routing Protocol (EIGRP) internal routing for the enterprise
network<br>- Design Open Shortest Path First (OSPF) internal routing for the enterprise
network<br>- Design Intermediate System to Intermediate System (IS-IS) internal routing for the
enterprise network<br>- Design a network based on customer requirements<br>- Design Border
Gateway Protocol (BGP) routing for the enterprise network<br>- Describe the different types and
uses of Multiprotocol BGP (MP-BGP) address families<br>- Describe BGP load sharing<br>- Design a
BGP network based on customer requirements<br>- Decide where the L2/L3 boundary will be in
your Campus network and make design decisions<br>- Describe Layer 2 design considerations for
Enterprise Campus networks<br>- Design a LAN network based on customer requirements<br>-
Describe Layer 3 design considerations in an Enterprise Campus network<br>- Examine Cisco SD-
Access fundamental concepts<br>- Describe Cisco SD-Access Fabric Design<br>- Design a
Software-Defined Access (SD-Access) Campus Fabric based on customer requirements<br>- Design
service provider-managed VPNs<br>- Design enterprise-managed VPNs<br>- Design a resilient
WAN<br>- Design a resilient WAN network based on customer requirements<br>- Examine the
Cisco SD-WAN architecture<br>- Describe Cisco SD-WAN deployment options<br>- Understand
Cisco SD-WAN - NAT and hybrid design considerations<br>- Design Cisco SD-WAN redundancy<br>-
Explain the basic principles of Quality of Service (QoS)<br>- Design QoS for the WAN<br>- Design
QoS for enterprise network based on customer requirements<br>- Explain the basic principles of
multicast<br>- Explore multicast with PIM-SM<br>- Designing rendezvous point distribution
solutions<br>- Describe high-level considerations when doing IP addressing design<br>- Create an
IPv6 addressing plan<br>- Plan an IPv6 deployment in an existing enterprise IPv4 network<br>-
Describe the challenges that you might encounter when transitioning to IPv6<br>- Design an IPv6
addressing plan based on customer requirements<br>- Describe Network APIs and protocols<br>-
Describe Yet Another Next Generation (YANG), Network Configuration Protocol (NETCONF), and

Representational State Transfer Configuration Protocol (RESTCONF)






Frequently Asked Questions

Q: What delivery options are available for Designing Cisco Enterprise Networks

(ENSLD)?

We offer multiple delivery formats:
e Live Instructor-Led Classroom Online (Virtual/Live Online)
e Traditional Instructor-Led Classroom Training (ILT)
¢ On-site delivery at your offices anywhere in United Kingdom

e Private dedicated courses customized for your team

Q: What certification does this course prepare me for?

The Designing Cisco Enterprise Networks (ENSLD) course helps prepare you for the Cisco Certified

Specialist - Enterprise Design certification path.

Q: Which exam does this course prepare me for?

This course prepares you for the 300-420 official exam. You can take this exam at any exam center
across United Kingdom including London, Manchester, Birmingham, Edinburgh, or live online

wherever you are located.

Q: How many CPD hours does this course provide?

The 5-day Designing Cisco Enterprise Networks (ENSLD) course provides up to 32.5 CPD hours of

structured learning. CPD certificates can be provided upon request.

Q: What is the duration of the Designing Cisco Enterprise Networks (ENSLD) training?

The training takes place over 5 day(s), with each day lasting approximately 40.00 hours including

breaks for lunch and refreshments.



Q: Do you provide corporate training for Designing Cisco Enterprise Networks

(ENSLD)?

Yes, we provide corporate training, dedicated training, and closed classes for Designing Cisco
Enterprise Networks (ENSLD). Training can take place anywhere in United Kingdom including London,
Manchester, Birmingham, Edinburgh, or live online allowing teams from across United Kingdom or

internationally to attend.

Q: What related terms do people search for?

Popular related searches include: Designing Cisco Enterprise Networks, Cisco Professional Level

Networking - CCNP, ENSLD

Q: Why choose Nexus Human for Designing Cisco Enterprise Networks (ENSLD)?

Nexus Human is recognized as one of the leading training providers. Our trainers have won multiple
awards including:

e Small Firms Best Trainer Award

e National Training Partner of the Year (Ireland) - Multiple Years

e Global Top 30 Instructor Awards (2012, 2019, 2021)

e Tech Excellence Award Nominations

e Learning Performance Institute (LPI) External Training Provider Sponsor 2024

Q: Are there any discount codes available?

Yes! Use discount code PENPALS5 when booking your Designing Cisco Enterprise Networks (ENSLD)
training. Please note that only one discount code can be used per booking and cannot be combined

with other special offers.
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