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Course Overview



The Implementing and Operating Cisco Data Center Core Technologies (DCCOR) training helps you
prepare for the Cisco® CCNP® Data Center and CCIE® Data Center certifications for advanced-level
data center roles. In this course, you will master the skills and technologies you need to implement
data center compute, LAN and SAN infrastructure. You will also learn the essentials of automation and
security in data centers. You will gain hands-on experience deploying, securing, operating, and
maintaining Cisco data center infrastructure including: Cisco MDS Switches and Cisco Nexus
Switches; Cisco Unified Computing System™ (Cisco UCS®) B-Series Blade Servers, and Cisco UCS C-
Series Rack Servers. This course also earns you 64 Continuing Education (CE) credits towards

recertification.

This course has 5 ILT days with 3 additional self-study days (3 days of content to be covered by the

student in their own time).

This course, including the self-paced material, helps prepare you to take the exam:

- 350-601 Implementing Cisco Data Center Core Technologies (DCCOR)

How you'll benefit

This course will help you:

- Gain experience implementing, securing and automating network, compute, and storage
infrastructure

- Gain knowledge and skills through Cisco’s unique combination of lessons and hands-on practice
using enterprise-grade Cisco learning technologies, data center equipment, and software

- Qualify for professional and expert-level job roles in the high-demand area of enterprise-class data
center environments

- Earn 64 CE credits toward recertification

What to expect in the exam



This course will help you prepare to take the 350-601 DCCOR exam. This exam tests your knowledge
of implementing core data center technologies including network, compute, storage network,
automation, and security.

After you pass 350-601 DCCOR:

- You earn the Cisco Certified Specialist - Data Center Core certification and you satisfy the core

requirement for these certifications:

- CCNP Data Center
- CCIE Data Center

About This Course



The Implementing and Operating Cisco Data Center Core Technologies (DCCOR) training helps you
prepare for the Cisco® CCNP® Data Center and CCIE® Data Center certifications for advanced-level
data center roles. In this course, you will master the skills and technologies you need to implement
data center compute, LAN and SAN infrastructure. You will also learn the essentials of automation and
security in data centers. You will gain hands-on experience deploying, securing, operating, and
maintaining Cisco data center infrastructure including: Cisco MDS Switches and Cisco Nexus
Switches; Cisco Unified Computing System™ (Cisco UCS®) B-Series Blade Servers, and Cisco UCS C-
Series Rack Servers. This course also earns you 64 Continuing Education (CE) credits towards

recertification.

This course has 5 ILT days with 3 additional self-study days (3 days of content to be covered by the

student in their own time).

This course, including the self-paced material, helps prepare you to take the exam:

- 350-601 Implementing Cisco Data Center Core Technologies (DCCOR)

How you'll benefit

This course will help you:

- Gain experience implementing, securing and automating network, compute, and storage
infrastructure

- Gain knowledge and skills through Cisco’s unique combination of lessons and hands-on practice
using enterprise-grade Cisco learning technologies, data center equipment, and software

- Qualify for professional and expert-level job roles in the high-demand area of enterprise-class data
center environments

- Earn 64 CE credits toward recertification

What to expect in the exam



This course will help you prepare to take the 350-601 DCCOR exam. This exam tests your knowledge
of implementing core data center technologies including network, compute, storage network,
automation, and security.

After you pass 350-601 DCCOR:

- You earn the Cisco Certified Specialist - Data Center Core certification and you satisfy the core

requirement for these certifications:

- CCNP Data Center
- CCIE Data Center

Who Should Attend

- Network Designers

- Network Administrators

- Network Engineers

- Systems Engineers

- Data Center Engineers

- Consulting Systems Engineers
- Technical Solutions Architects
- Cisco Integrators and Partners
- Field Engineers

- Server Administrators

- Network Managers

- Storage Administrators

- Program Managers

- Project Managers



Prerequisites & Entry Requirements

General Prerequisites:

To fully benefit from this course, you should have the following knowledge and skills:

- Familiarity with Ethernet and TCP/IP networking

- Familiarity with SANs

- Familiarity with Fibre Channel protocol

- Identify products in the Cisco Data Center Nexus and Cisco MDS families
- Understanding of Cisco Enterprise Data Center architecture

- Understanding of server system design and architecture

- Familiarity with hypervisor technologies (such as VMware)

These Cisco courses are recommended to help you meet these prerequisites:

- Implementing and Administering Cisco Solutions (CCNA)

- Understanding Cisco Data Center Foundations (DCFNDU)



Learning Outcomes

Upon successful completion of this course, participants will be able to:

This course provides you with the following skills & knowledge;

- Implement spanning tree protocol, port channels, and virtual port channels in the data center

- Implement first-hop redundancy protocols in the data center using Hot Standby Router Protocol
(HSRP), Virtual Router Redundancy Protocol (VRRP), and Gateway Load Balancing Protocol (GLBP)

- Implement routing in the data center by using Open Shortest Path First (OSPF)v2, OSPFv3, and
Border Gateway Protocol (BGP)

- Implement multicast functionality in the data center on the Cisco Nexus switches

- Implement overlay networks in the data center by using Virtual Extensible LAN (VXLAN)

- Implement network infrastructure security features on the Cisco Nexus switches

- Understand the architecture and features of high-performance Ethernet fabrics

- Introduce high-level Cisco Application Centric Infrastructure (ACI) concepts and describe various
fabric discovery parameters

- Describe Cisco ACI building blocks and Virtual Machine Manager (VMM) domain integration

- Describe packet flow for various traffic types (unicast, multicast, and broadcast) in the data center
- Describe Cisco Cloud Service and deployment models

- Describe Cisco ACI fabric setup

- Implement network configuration management, describe software updates and their impacts, and
implement network infrastructure monitoring

- Describe Cisco network assurance concepts such as Cisco Streaming Telemetry

- Implement Fibre Channel fabric

- Implement storage infrastructure services in the data center such as distributed device aliases,
zoning, N Port Virtualization (NPV), and Fibre Channel over IP (FCIP)

- Implement Fibre Channel over Ethernet (FCoE) unified fabric

- Implement storage infrastructure security features in the data center

- Describe storage infrastructure software updates and their impacts, and implement infrastructure
monitoring

- Describe Cisco UCS Server form factors

- Implement Cisco UCS Fabric Interconnect and establish network connectivity for the Cisco UCS B-

Series Blade Servers and Cisco UCS C-Series Rack Servers



- Implement Cisco Unified Computing Server abstraction

- Implement SAN connectivity for Cisco UCS

- Implement Cisco UCS security features in the data center

- Implement Cisco UCS configuration management, describe software updates and their impacts, and
implement infrastructure monitoring

- Implement Cisco automation and scripting tools in the data center

- Describe and evaluate the Cisco integration with automation and orchestration software platforms,
such as Ansible, Puppet, and Python

- Describe and evaluate Cisco data center automation and orchestration technologies

Detailed Course Outline

- Implementing Data Center Switching Protocols

- Implementing First-Hop Redundancy Protocols

- Implementing Routing in Data Center

- Implementing Multicast in Data Center

- Implementing Data Center Overlay Protocols

- Implementing Network Infrastructure Security

- High-Throughput Converged Fabrics

- Describing Cisco Application-Centric Infrastructure

- Describing Cisco ACI Building Blocks and VMM Domain Integration
- Describing Packet Flow in Data Center Network

- Describing Cisco Cloud Service and Deployment Models

- Describing Data Center Network Infrastructure Management

- Explaining Cisco Network Assurance Concepts

- Implementing Fibre Channel Fabric

- Implementing Storage Infrastructure Services

- Implementing FCoE Unified Fabric

- Implementing Storage Infrastructure Security

- Describing Data Center Storage Infrastructure Maintenance and Operations
- Describing Cisco UCS Server Form Factors

- Implementing Cisco Unified Computing Network Connectivity



- Implementing Cisco Unified Computing Server Abstraction

- Implementing Cisco Unified Computing SAN Connectivity

- Implementing Cisco Unified Computing System Security

- Describing Data Center Unified Computing Management, Maintenance, and Operations
- Implementing Cisco Data Center Automation and Scripting Tools

- Describing Cisco Integration with Automation and Orchestration Software Platforms

- Describing Cisco Data Center Automation and Orchestration Technologies

[T] Certification Path
Cisco Certified Specialist - Data Center Core, CCNP, CCIE

Exam: 350-601



Skills You Will Learn:

This course provides you with the following skills & knowledge; <br><br><br><br>- Implement
spanning tree protocol, port channels, and virtual port channels in the data center<br>- Implement
first-hop redundancy protocols in the data center using Hot Standby Router Protocol (HSRP), Virtual
Router Redundancy Protocol (VRRP), and Gateway Load Balancing Protocol (GLBP)<br>- Implement
routing in the data center by using Open Shortest Path First (OSPF)v2, OSPFv3, and Border Gateway
Protocol (BGP)<br>- Implement multicast functionality in the data center on the Cisco Nexus
switches<br>- Implement overlay networks in the data center by using Virtual Extensible LAN
(VXLAN)<br>- Implement network infrastructure security features on the Cisco Nexus switches<br>-
Understand the architecture and features of high-performance Ethernet fabrics<br>- Introduce high-
level Cisco Application Centric Infrastructure (ACI) concepts and describe various fabric discovery
parameters<br>- Describe Cisco ACI building blocks and Virtual Machine Manager (VMM) domain
integration<br>- Describe packet flow for various traffic types (unicast, multicast, and broadcast) in
the data center<br>- Describe Cisco Cloud Service and deployment models<br>- Describe Cisco ACI
fabric setup<br>- Implement network configuration management, describe software updates and
their impacts, and implement network infrastructure monitoring<br>- Describe Cisco network
assurance concepts such as Cisco Streaming Telemetry<br>- Implement Fibre Channel fabric<br>-
Implement storage infrastructure services in the data center such as distributed device aliases,
zoning, N Port Virtualization (NPV), and Fibre Channel over IP (FCIP)<br>- Implement Fibre Channel
over Ethernet (FCoE) unified fabric<br>- Implement storage infrastructure security features in the
data center<br>- Describe storage infrastructure software updates and their impacts, and
implement infrastructure monitoring<br>- Describe Cisco UCS Server form factors<br>- Implement
Cisco UCS Fabric Interconnect and establish network connectivity for the Cisco UCS B-Series Blade
Servers and Cisco UCS C-Series Rack Servers<br>- Implement Cisco Unified Computing Server
abstraction<br>- Implement SAN connectivity for Cisco UCS<br>- Implement Cisco UCS security
features in the data center<br>- Implement Cisco UCS configuration management, describe
software updates and their impacts, and implement infrastructure monitoring<br>- Implement Cisco
automation and scripting tools in the data center<br>- Describe and evaluate the Cisco integration
with automation and orchestration software platforms, such as Ansible, Puppet, and Python<br>-

Describe and evaluate Cisco data center automation and orchestration technologies






Frequently Asked Questions

Q: What delivery options are available for Implementing and Operating Cisco Data

Center Core Technologies (DCCOR)?

We offer multiple delivery formats:
e Live Instructor-Led Classroom Online (Virtual/Live Online)
e Traditional Instructor-Led Classroom Training (ILT)
¢ On-site delivery at your offices anywhere in United Kingdom

e Private dedicated courses customized for your team

Q: What certification does this course prepare me for?

The Implementing and Operating Cisco Data Center Core Technologies (DCCOR) course helps prepare

you for the Cisco Certified Specialist - Data Center Core, CCNP, CCIE certification path.

Q: Which exam does this course prepare me for?

This course prepares you for the 350-601 official exam. You can take this exam at any exam center
across United Kingdom including London, Manchester, Birmingham, Edinburgh, or live online

wherever you are located.

Q: How many CPD hours does this course provide?

The 5-day Implementing and Operating Cisco Data Center Core Technologies (DCCOR) course

provides up to 32.5 CPD hours of structured learning. CPD certificates can be provided upon request.

Q: What is the duration of the Implementing and Operating Cisco Data Center Core

Technologies (DCCOR) training?

The training takes place over 5 day(s), with each day lasting approximately 40.00 hours including

breaks for lunch and refreshments.



Q: Do you provide corporate training for Implementing and Operating Cisco Data

Center Core Technologies (DCCOR)?

Yes, we provide corporate training, dedicated training, and closed classes for Implementing and
Operating Cisco Data Center Core Technologies (DCCOR). Training can take place anywhere in United
Kingdom including London, Manchester, Birmingham, Edinburgh, or live online allowing teams from

across United Kingdom or internationally to attend.

Q: What related terms do people search for?

Popular related searches include: Implementing and Operating Cisco Data Center Core Technologies,

Cisco Professional Level Data Center - CCNP, DCCOR

Q: Why choose Nexus Human for Implementing and Operating Cisco Data Center Core

Technologies (DCCOR)?

Nexus Human is recognized as one of the leading training providers. Our trainers have won multiple
awards including:

e Small Firms Best Trainer Award

e National Training Partner of the Year (Ireland) - Multiple Years

e Global Top 30 Instructor Awards (2012, 2019, 2021)

e Tech Excellence Award Nominations

e Learning Performance Institute (LPI) External Training Provider Sponsor 2024

Q: Are there any discount codes available?

Yes! Use discount code PENPALS5 when booking your Implementing and Operating Cisco Data Center
Core Technologies (DCCOR) training. Please note that only one discount code can be used per

booking and cannot be combined with other special offers.

Nexus Human
Professional Training & Development
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