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Course Overview



Configure and manage Red Hat Identity Management (IdM)

Red Hat Security: Identity Management and Active Directory Integration with exam (RH363) provides
the skills to configure and manage IdM, the comprehensive Identity Management solution bundled
with Red Hat® Enterprise Linux.

This course teaches you skills on the most requested Red Hat Identity Management (IdM) capabilities,
including Active Directory trusts, multi-product federation, configuration management with Ansible,
integrated certificate management, single sign-on, one-time passwords, and cybersecurity policy
conformance.

This offering combines Red Hat Security: Identity Management and Active Directory Integration
(RH362) and Red Hat Certified Specialist in Identity Management Exam (EX362).

Note on the exam:

Cancelations of the purchase: The subscription duration of 365 days starts upon order submission.
Cancelation of individual exam sessions is not allowed. Exam session fees are nonrefundable. Non-
Cancelable components: No part of any Bundles that includes both non-cancelable and cancelable
components may be canceled.

About This Course



- Install Red Hat Identity Management servers, replicas, and clients.
- Configure and manage Kerberos authentication and secure services.
- Create and manage a trust relationship with Microsoft Active Directory.
- Configure highly secure user authentication—local and remote—including two-factor authentication.
- Manage secrets, vaults, certificates, and keys.
- Troubleshoot identity management processes.
- Integrate Satellite 6 with IdM.
- Integrate Tower with IdM.
- Configure IdM backup and recovery.

Who Should Attend

- Red Hat Certified System Administrator (RHCSA) who wants to learn how to provision and configure
IdM technologies across both Linux and Windows applications
- Identity management specialist or engineer
- Access management specialist or engineer
- Web application developer
- DevOps specialist

Prerequisites & Entry Requirements

General Prerequisites:

- Be certified as a Red Hat Certified System Administrator (RHCSA) (required)
- Be certified as a Red Hat Certified Engineer (RHCE) (recommended, but not required)



Learning Outcomes

Upon successful completion of this course, participants will be able to:

Impact on the organization

Businesses will be able to integrate and centralize lifecycle management and security policy
implementation and enforcement, as well as to extend that consolidated management to additional
enterprise configuration management products from the Red Hat portfolio, including Red Hat Ansible
Tower and Red Hat Satellite Server.

Impact on the individual

As a result of attending this course, you will gain an understanding of the architecture of an identity
management realm and trusted relationships using both Red Hat Enterprise Linux Identity
Management and Microsoft Active Directory. You will be able to create, manage, and troubleshoot
user management structures, security policies, local and remote secure access methods, and
implementation technologies such as Kerberos, PKI, and certificates.

You should be able to demonstrate these skills:

- Create and manage a scalable, resilient Identity Management realm, including both Linux and
Microsoft Windows clients and servers.
- Create and manage secure access configurations, including managing and troubleshooting
Kerberos, certificate servers, and access control policies.
- Integrate IdM as the back end for other major enterprise tools in the Red Hat portfolio, including
Satellite Server and Tower.



Detailed Course Outline

Install Red Hat Identity Management

- Describe and install Red Hat Identity Management (IdM).

Centralize Identity Management

- Explain the IdM server services, explore IdM clients access methods, and install an IdM client.

Authenticate identities with Kerberos

- Define the Kerberos protocol and configure services for Kerberos authentication.

Integrate IdM with Active Directory

- Create a trust relationship with Active Directory.

Control user access



- Configure users for authorized access to services and resources

.

Manage a public key infrastructure

- Manage certificate authorities, certificates, and storing secrets.

Maintain IdM operations

- Troubleshoot and recover Identity Management.

Integrate Red Hat products with IdM

- Configure major services to share the IdM authentication database

.

Install scalable IdM

- Construct a resilient and scalable Identity Management topology.



�� Certification Path
Red Hat Certified Specialist in Identity Management

Exam: EX362

Skills You Will Learn:

Impact on the organization<br><br><br><br>Businesses will be able to integrate and centralize
lifecycle management and security policy implementation and enforcement, as well as to extend
that consolidated management to additional enterprise configuration management products from
the Red Hat portfolio, including Red Hat Ansible Tower and Red Hat Satellite
Server.<br><br><br>Impact on the individual<br><br><br><br>As a result of attending this
course, you will gain an understanding of the architecture of an identity management realm and
trusted relationships using both Red Hat Enterprise Linux Identity Management and Microsoft Active
Directory. You will be able to create, manage, and troubleshoot user management structures,
security policies, local and remote secure access methods, and implementation technologies such as
Kerberos, PKI, and certificates.<br><br>You should be able to demonstrate these
skills:<br><br><br>- Create and manage a scalable, resilient Identity Management realm,
including both Linux and Microsoft Windows clients and servers.<br>- Create and manage secure
access configurations, including managing and troubleshooting Kerberos, certificate servers, and
access control policies.<br>- Integrate IdM as the back end for other major enterprise tools in the
Red Hat portfolio, including Satellite Server and Tower.





Frequently Asked Questions

Q: What delivery options are available for Red Hat Security: Identity Management and

Active Directory Integration with Exam (EX362)?

We offer multiple delivery formats:
Live Instructor-Led Classroom Online (Virtual/Live Online)
Traditional Instructor-Led Classroom Training (ILT)
On-site delivery at your offices anywhere in United Kingdom
Private dedicated courses customized for your team

Q: What certification does this course prepare me for?

The Red Hat Security: Identity Management and Active Directory Integration with Exam (EX362)
course helps prepare you for the Red Hat Certified Specialist in Identity Management certification
path.

Q: Which exam does this course prepare me for?

This course prepares you for the EX362 official exam. You can take this exam at any exam center
across United Kingdom including London, Manchester, Birmingham, Edinburgh, or live online
wherever you are located.

Q: How many CPD hours does this course provide?

The 5-day Red Hat Security: Identity Management and Active Directory Integration with Exam
(EX362) course provides up to 32.5 CPD hours of structured learning. CPD certificates can be
provided upon request.

Q: What is the duration of the Red Hat Security: Identity Management and Active

Directory Integration with Exam (EX362) training?

The training takes place over 5 day(s), with each day lasting approximately 40.00 hours including
breaks for lunch and refreshments.



Q: Do you provide corporate training for Red Hat Security: Identity Management and

Active Directory Integration with Exam (EX362)?

Yes, we provide corporate training, dedicated training, and closed classes for Red Hat Security:
Identity Management and Active Directory Integration with Exam (EX362). Training can take place
anywhere in United Kingdom including London, Manchester, Birmingham, Edinburgh, or live online
allowing teams from across United Kingdom or internationally to attend.

Q: What related terms do people search for?

Popular related searches include: Red Hat Security: Identity Management and Active Directory
Integration with Exam (EX362), Advanced System Administration, RH363

Q: Why choose Nexus Human for Red Hat Security: Identity Management and Active

Directory Integration with Exam (EX362)?

Nexus Human is recognized as one of the leading training providers. Our trainers have won multiple
awards including:

Small Firms Best Trainer Award
National Training Partner of the Year (Ireland) - Multiple Years
Global Top 30 Instructor Awards (2012, 2019, 2021)
Tech Excellence Award Nominations
Learning Performance Institute (LPI) External Training Provider Sponsor 2024

Q: Are there any discount codes available?

Yes! Use discount code PENPAL5 when booking your Red Hat Security: Identity Management and
Active Directory Integration with Exam (EX362) training. Please note that only one discount code can
be used per booking and cannot be combined with other special offers.
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